
hillstonenet.com1 www.hillstonenet.com

Hillstone Intelligent Next-Generation Firewall 
(iNGFW)

Hillstone Networks

Diego Amauri Orjuela Santamaria
Director General 

ART2SEC



2

2

Data Breaches

$3.79M average cost of a data 

breach in 2015

23% increase since 2013

60% of attackers compromise 

the network within minutes

Ponemon & IBM, 2015; Verizon, 2016 

$154 average cost per 

lost or stolen record

256 days is the average 

time to discover a breach
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Initial
Breach

Reconnaissance &
Extend Foothold

Data
Exfiltration

Perimeter
Security > Endpoint

Security >

66% of breaches remain 
undetected for months 87% of breaches are discovered 

by external parties

mins hours days weeks months

DAMAGE

Breach Detection... "The Last Line of Defense"
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DDoS attacks are also costly

DC Downtime cost = $9000 per minute

2010-2%

2013-18%

2015-22%

Companies have suffered 
DDoS attacks

More than half of the attacks 

lasted more than 6 hours

Incapsula, 2015 Ponemon & Emerson, 2016
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Hillstone Focus: Protecting Critical Assets

Assets Threats

IPS

AV

URL/IP/DomainΧ

Perimeter Defense

Χ

99.6%

Intelligent Engine

NGFW Engine
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Hillstone Intelligent Next-Generation Firewall

Abnormal Behavior Detection

Threat & Risk 
Identification

Abnormal
behavior 
Analysis

Behavior 
Learning & 
Modeling

Å Host/server behavior 
modeling by adaptive 
machine learning

Å Layer 4-7, hundreds of 
behavior dimensions

Å Real time Behavior 
Model and rules 

Å Identify abnormal 
dimensions by 
behavior partnering

Å Quantitate risk severity 
and certainty by 
correlation analysis 

Å Threat forensics 
including suspicious and 
relevant PCAP
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Behavior Analysis
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Advanced Threat Detection

Machine 
LearningKnown malware

Samples

Malware 
Behavior Learning

Malware 
Behavior set 1

Malware 
Behavior set 2

Malware 
Behavior set 3

Χ

Clustering
Modeling

Unknown Malware 
Behavior Patterns 

Identify Malware 
Variants

Unknown 
Malware

Sample 
Parameter 1

Sample 
Parameter 2

Sample 
Parameter 3

Χ

Hillstone Intelligent
Next-Generation 

Firewall
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Statistical Clustering

Malware Attributes

Malware
Actions

Family 1

Family 2

Family 3

Family n
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Kill Chain Mapping

Initial 
Exploit

Delivery
Command 
& Control

Internal 
Reconnaissance

Lateral 
Movement

Exfiltration

Monetization

V Map threat events into kill chain stages

V Show threat target IP

V Trace the threat over time through its lifecycle 
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Forensic Tools

Description of Attack

Criticality of Attack

Geo-location of the Attack

Confidence level

FW Policy that allowed the Attack

Pcap files

Prior incidents involving this IP address

Prior use of this attack 

Kill Chain stage

URL responsible for the attack
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Auto-Mitigation Mechanism

ωCloud Defined 
Mitigation Rules

ωUser Defined 
Mitigation Rules

Rules Definition

ωLog type:
scan/DoSκǎǇŀƳΧ

ωSeverity

ωValue

Trigger
Conditions

ωBehavior based
mitigation

Session control

Bandwidth control

Mitigation 
Method
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Threat Correlation Analysis

Host Risk Correlation Analysis

Complete Threat/Risk Visibility

Network Risk Index

Host

Threat

Host Host

Threat Threat Threat Threat
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IƛƭƭǎǘƻƴŜΩǎValue Proposition

ïComprehensive visibility

ÅSecurity correlation Analytics and Kill Chain

ïShorten time between compromise and detection
Åmultiple detection and protection mechanisms and cloud 

ecosystem

ïDetermine root cause of an attack

ÅRich Forensic and Analysis

ïMitigate damage

ÅPolicy Enforcement & Mitigation Templates
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Threat Intelligence Feeds

Unknown
Malware

Policies
Updated

All Hillstone Customers Receive Policy Updates
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NSS Labs Recommended!

Hillstone Networks NGFW
Excellent Overall Value
PRICE/PERFORMANCE

STATIC 
TEST
RATE

LIVE 
TEST
RATE
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Gracias

Gracias


